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Intelligent SIM Lock for Private 4G/5G Networks 

Draft for Platform Implementation: Android 

1  Overview 

Intelligent SIM Lock lets a carrier-locked Dual-SIM device use a Private 4G/5G Network SIM or eSIM 

while it remains locked to every other MNO and MVNO subscription. It removes the most common 

reason an enterprise cannot add a Private Network subscription to a device purchased through an 

MNO: the carrier lock rejects any subscription the lock owner (MNO or MVNO) did not issue, even 

though a Private Network subscription does not compete with the lock owner for public mobile 

service. 

The device stays carrier-locked. The lock owner's subscription (the Anchor SIM/eSIM) keeps its 

place on the device, and the lock owner remains the only party that can fully unlock it. The exception 

is narrow in two directions: it admits only subscriptions that match a defined list of Private Network 

identifiers, and it applies only while a validated, active Anchor subscription is present and enabled on 

the same device. 

The exception is implemented entirely by the platform (Android). The conditions that keep the 

exception narrow are enforced on the device, and the lock owner's role is satisfied by the carrier lock 

rules it already provides (§5.1). 

Intelligent SIM Lock extends the carrier restriction mechanism already present on the device. This 

specification adds three things: 

• A Private Network List: an identifier class the lock engine evaluates alongside its existing 

allowed and excluded lists 

• Anchor Validation: objective criteria confirming that an active lock-owner subscription is present 

and active before, and for as long as, the exception applies 

• Defined device behavior on Anchor loss, restoration, validation expiry, SIM swap, and eSIM 

profile events 

Intelligent SIM Lock does not change how the Private Network subscription selects or attaches to the 

Private Network. 

1.1  Relationship to Android Carrier Restrictions 

Android expresses a carrier lock as carrier restriction rules (CarrierRestrictionRules), which the 

platform delivers to the modem through the Radio HAL (IRadioSim.setAllowedCarriers). The rules 

hold an allowed list, an excluded list, a default restriction, and a multi-SIM policy. The modem 

enforces them; a SIM that fails them is restricted and cannot obtain service. A Private Network SIM 

or eSIM on a carrier-locked device is therefore rejected, even when the lock owner's subscription is 

active in the other slot. 

Two existing multi-SIM policies come close to this concept. 

MULTISIM_POLICY_ONE_VALID_SIM_MUST_BE_PRESENT admits any SIM in another slot while 

one allowed SIM is present. 

MULTISIM_POLICY_ACTIVE_SERVICE_ON_ANY_SLOT_TO_UNBLOCK_OTHER_SLOTS also 

requires the allowed SIM to be in full service. Neither fits as-is. Both unblock any subscription, 
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including competing MNOs and MVNOs. The full-service condition also fails in exactly the locations 

where Private Networks are deployed, because macro coverage is weak or absent. 

This specification reuses the carrier restriction framework unchanged and adds a third identifier list 

and a new multi-SIM policy, as summarized below. In this document, “Intelligent SIM Lock” refers to 

that extension. 

Aspect Android Carrier Restrictions (Current) Intelligent SIM Lock Specification 

Subscriptions 
admitted in the other 
slot 

None (MULTISIM_POLICY_NONE), or any 
subscription (one-valid-SIM and active-
service policies) 

Only subscriptions matching the Private Network List 
(§5.1), never an entry on the excluded list 

Condition on the 
lock-owner SIM 

Present, or present and in full service Present, enabled, active, lock-compliant, and 
authenticated by its home network within the validation 
window (§5.1, A1–A4). 

Identifier matching MCC/MNC, SPN, IMSI prefix, GID1, GID2 
(CarrierIdentifier / CarrierInfo) 

The same fields, applied to the Private Network List; 
PLMN ID + NID for SNPN subscriptions 

Private Network eSIM 
installation 

Not usable on a carrier-locked device Installs through the standard Android eSIM flows: QR 
code, carrier activation, or MDM. No unlock code, 
carrier app, or manual step. Activation gated by §5 

Where Line B may 
register 

Unrestricted once admitted Only networks broadcasting an identifier on the Private 
Network List 

Carrier restriction 
status 

RESTRICTED, 
RESTRICTED_TO_CALLER, 
NOT_RESTRICTED, UNKNOWN 

Unchanged: the device remains RESTRICTED. Per-
slot Intelligent SIM Lock state is reported separately 

Configuration Lock owner, through the carrier restriction 
rules 

Google: distributes the Private Network List baseline 
and sets the §5.1 parameters. No lock-owner 
authorization step. 

2  Device & Network Scope 

Applies to carrier-locked devices supporting Dual SIM Dual Standby (DSDS) or Dual SIM Dual 

Active (DSDA), with any combination of physical SIM and eSIM (including dual eSIM and Multiple 

Enabled Profiles). 

Line Subscription Role in Intelligent SIM Lock 

Line A 
Anchor 

MNO or MVNO (Lock 
Owner) 

Satisfies the existing carrier lock. Its validated, active state is the 
precondition for Line B 

Line B 
Private Network 

Private 4G/5G Admitted under the exception. Service limited to Private Network 
identifiers; never acts as an Anchor 

 

Out of Scope: Single-SIM devices, and dual-SIM devices operating in single-SIM mode, are out of 

scope: the exception never applies without an active Anchor. Devices with no carrier lock are out of 

scope: they already admit Private Network subscriptions. Sites with no route off the Private Network 

to the Anchor's home operator are out of scope: A4 can never be satisfied there (§5.4). 

3  Architecture 

• The lock engine SHALL classify every subscription by evaluating the following in order and 

assigning the first class that matches: 

– Allowed: matches the lock owner's current allowed list and is not on its excluded list. 
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– Private Network: did not match Allowed, matches the Private Network List, and is not on 

the excluded list. Admitted under Intelligent SIM Lock, subject to Anchor validation (§5). 

– Restricted: matched neither of the above. Restricted, as today. 

• The lock engine SHALL admit a Private Network subscription only while the Anchor subscription 

on a different slot meets Anchor validation (§5). 

• The lock engine, the Private Network List, Anchor validation state, and the last-authentication 

record SHALL reside in the same protected domain that enforces the carrier lock today (the 

modem), integrity-protected against modification from the application processor or user space. 

• The validation window SHALL be measured against a tamper-resistant time source, such as 

network-provided time or a secure monotonic counter that persists across reboots. User-settable 

system time SHALL NOT be used. 

• The device SHALL continue to report its carrier restriction status as RESTRICTED. Intelligent 

SIM Lock SHALL NOT alter the lock owner's allowed list, Line A's service, or the lock owner's 

ability to unlock the device. 

3.1  Platform Interfaces 

The mechanisms below describe required behavior. Interface names are illustrative; final names and 

API levels are for Google to define. 

• Policy source: The Private Network List and the §5.1 parameters SHALL be platform-owned 

attributes of the device's carrier restriction handling. Intelligent SIM Lock SHALL be available on 

every device in scope (§2) as shipped, with no per-device or per-account authorization step. 

• No new lock-owner interface: This specification SHALL NOT require a new interface to, 

entitlement from, or signaling with the lock owner. The lock owner's existing allowed list 

determines which subscriptions qualify as an Anchor (A2, §5.1), and its existing excluded list, 

which already takes precedence (§3), prevents admission of any identifier it names. 

• CarrierRestrictionRules: Add a Private Network carrier list (CarrierInfo entries) and a multi-SIM 

policy that admits only that list under Anchor validation, for example 

MULTISIM_POLICY_VALIDATED_ANCHOR_TO_UNBLOCK_PRIVATE_NETWORK. 

• Radio HAL: Extend the CarrierRestrictions structure passed through 

IRadioSim.setAllowedCarriers with the Private Network list and the §5.1 values. Add a per-slot 

indication reporting the Line B state (§5.3) and the reason for any suspension. 

• Private Network List: Google SHALL distribute the Private Network List baseline in signed form 

and SHOULD update it without requiring a platform release. 

• Enforcement: The modem SHALL enforce admission, Anchor validation, and Line B registration 

scope within the protected domain that enforces the carrier lock today. 

• eSIM: Installation and enablement of a Private Network eSIM profile through the LPA 

(EuiccManager) on a carrier-locked device SHALL follow the same flows, prompts, and timing as 

on an unrestricted device. The carrier lock SHALL NOT reject, delay, or add a step to the 

download or install of a profile whose identifier is on the Private Network List. Activation is gated 

by §5. 

• Carrier configuration: Admission SHALL NOT depend on the presence of carrier configuration 

for the Line B subscription. Where available, KEY_IS_PRIVATE_NETWORK_BOOL MAY drive 

Line B behavior after admission. It SHALL NOT be used as the admission criterion, because 
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carrier configuration is resolved on the application processor after the lock decision and can be 

supplied by the subscription being evaluated. 

• Status and management: getCarrierRestrictionStatus() SHALL continue to return 

CARRIER_RESTRICTION_STATUS_RESTRICTED. TelephonyManager SHALL expose the 

per-slot Intelligent SIM Lock state to Settings, privileged apps, and device policy, and Settings 

SHALL show it alongside the subscription. 

3.2  Evaluation Flow 

1. Line A (the Anchor) authenticates with its home network using AKA over any access: 3GPP 

macro, or ePDG/N3IWF over Wi-Fi or over Line B. The lock engine records the time of the most 

recent successful authentication. 

2. A Private Network SIM is inserted, or a Private Network eSIM profile is enabled, on Line B. The 

lock engine reads the subscription identity: IMSI, GID1, GID2, and SPN (TS 31.102), and NID 

where the subscription is an SNPN subscription. 

3. The lock engine classifies the subscription (§3). An Allowed subscription follows existing 

behavior. A Restricted subscription is restricted as it is today. 

4. For a Private Network subscription, the lock engine confirms it is listed in the Private Network 

List for Intelligent SIM Lock and evaluates Anchor validation (§5.1, A1–A4). 

5. When all conditions hold, Line B enters the Permitted state. Line B selects and registers only on 

networks whose PLMN ID (or PLMN ID + NID) is on the Private Network List. 

6. The lock engine re-evaluates on every trigger in §5.2 and applies the resulting state (§5.3): 

– Anchor removed, disabled, or no longer lock-compliant: Grace, then Suspended. 

– Anchor rejected with a permanent cause: Suspended immediately. 

– A4 not satisfied, whether the validation window elapsed or the Anchor has not yet 

authenticated on this device: Re-validation. 

7. When the Anchor is restored and validated, Line B returns to Permitted without user action. 

4  Private Network Prerequisites 

Intelligent SIM Lock places no prerequisite on the lock owner. The obligations below fall on the 

Private Network operator, and the platform enforces the conditions in §5 whether or not they are 

met. The Private Network operator SHALL ensure all of the following: 

• Identifier: Subscriptions are issued under an identifier on the Private Network List. Where the 

PLMN ID is shared among multiple Private Networks, the subscription is issued under an 

assigned IMSI block (or NID for SNPN) recorded with that entry. 

• Uniqueness: IMSI ranges do not overlap any range used by an MNO or MVNO for public 

service. 

• SIM content: EF_IMSI and, where used for matching, EF_GID1, EF_GID2, and EF_SPN are 

populated consistently with the Private Network List entry (TS 31.102). A subscription whose 

SIM content does not match its list entry is classified Restricted and is restricted as today. 

• eSIM: Profiles are issued through a GSMA-compliant SM-DP+ (SGP.22, or SGP.32 for IoT 

profiles). 

• Anchor reachability: The Private Network permits Anchor authentication traffic to leave the site: 

DNS resolution of MNO ePDG / N3IWF FQDNs 
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(epdg.epc.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org, per TS 23.003), and IKEv2 over UDP 

500 and UDP 4500 to those addresses. Without this path, a device at a site with no MNO 

coverage cannot satisfy A4 and Line B will suspend. 

• No public service: Subscriptions issued under a Private Network List identifier are not used to 

provide public mobile service outside the Private Network, including roaming onto MNO macro 

networks. The device enforces this independently by confining Line B to listed networks (§5.2). 

• Registry accuracy: List entries are kept current with the operator's actual deployment, and a 

change of identifier, IMSI block, or NID is recorded before subscriptions are issued against it. 

A lock owner that takes no action at all still governs the exception through the carrier lock rules it 

already supplies: A2 admits Line B only while a subscription on the lock owner's allowed list is 

present and authenticating, and an identifier on its excluded list is never admitted (§3). 

5  Validation Criteria 

5.1  Parameters 

Anchor validation consists of four criteria, all evaluated against a subscription on a slot other than 

Line B (Private Network SIM / eSIM). 

ID Criterion Met when 

A1 Present An Anchor SIM is inserted, or an Anchor eSIM profile is enabled, in a slot (or MEP port) 
other than Line B 

A2 Lock-compliant The Anchor classifies as Allowed under the lock owner's rules. A Private Network 
subscription never satisfies A2 

A3 Enabled The Anchor subscription is enabled, not disabled by the user, by MDM, or by the device 

A4 Authenticated The Anchor completed successful AKA authentication with its home network within the 
validation window, over any access (TS 33.401, TS 33.501; EAP-AKA over SWu per TS 
33.402), and its USIM has not been marked invalid 

 

A permanent reject is a registration reject that causes the Anchor's USIM to be considered invalid for 

all services, for example EMM cause #3, #6, or #8 (TS 24.301) or 5GMM cause #3 or #6 (TS 

24.501). 

Every parameter below is set by the platform. None of them requires configuration by, notification to, 

or any other action from the lock owner. The lock owner's control over the exception is exercised 

through the carrier lock rules it already provides: A2 admits Line B only while a subscription on the 
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lock owner's own allowed list is present, active, and authenticating. An identifier on the lock owner's 

excluded list is never admitted (§3). 

Parameter Default Set by Bounds 

Private Network List Platform baseline from 
the jointly agreed PLMN 
Registry 

Platform 
(Google), signed 

Never widened on the device; identifiers on the 
lock owner's excluded list are removed (§3) 

Match granularity PLMN ID 
PLMN ID + IMSI block 

Platform 
(Google) 

Set per Private Network List entry. PLMN ID alone 
only where that PLMN ID is exclusively assigned 
to one Private Network; an entry on a shared 
PLMN ID SHALL also carry an IMSI block or NID. 

Anchor validation 
window 

24 h Platform 
(Google) 

24 h to 7 days (enforced floor and ceiling) 

Anchor loss grace timer 5 m Platform 
(Google) 

5 m to 15 m 

 

Three behaviors in §5.2 are deliberately absent from this table because they are not configurable by 

any party: immediate suspension on a permanent reject, deferral of a transition until an active call 

ends, and the availability of the Re-validation state. 

5.2  Behavior 

• The device SHALL make Intelligent SIM Lock available on every device in scope (§2) without 

configuration by, or any other action from, the lock owner. 

• The device SHALL admit Line B under Intelligent SIM Lock only when both of the following hold: 

– Line B classifies as Private Network (§3); and 

– an Anchor on a different SIM slot meets A1 through A4. 

• The device SHALL evaluate admission at boot; on SIM insertion or removal; on eSIM profile 

enable, disable, or switch; on subscription enable or disable; on Anchor authentication or 

registration reject; on validation window expiry; and on any update to the Private Network List, 

the lock owner's carrier restriction rules, or the §5.1 parameters. 

• While Line B is Permitted, the device SHALL select and register Line B only on networks 

broadcasting an identifier on the Private Network List. Line B SHALL NOT register on, or roam 

to, any other network. 

• If A1, A2, or A3 ceases to hold, the device SHALL start the grace timer. If the condition is not 

restored before expiry, the device SHALL suspend Line B. 

• If the Anchor receives a permanent reject, the device SHALL suspend Line B without a grace 

timer. 

• The device SHALL enter Re-validation whenever Line B classifies as Private Network, A1 

through A3 hold, and A4 does not, including where A4 has never been satisfied on this device. 

• In Re-validation, Line B SHALL carry only the traffic the Anchor needs to authenticate: DNS 

resolution of the Anchor's ePDG / N3IWF FQDN, and IKEv2 to the resolved address. All other 

Line B traffic SHALL be blocked. 

• The device SHALL move Line B to Permitted when the Anchor authenticates. This prevents a 

deadlock where Line B is the Anchor's only path to its home network, whether because the 

validation window elapsed at a site without macro coverage or because the device has not yet 

authenticated at all. 
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• The device SHALL NOT release an active call solely because of a transition out of Permitted. 

The transition SHALL take effect when the call ends. 

• Suspension SHALL deregister Line B and block its service. It SHALL NOT delete, disable, or 

modify the eSIM profile or the SIM, and SHALL NOT require user action to resume. 

• Nothing in this specification SHALL restrict emergency calls on either line. 

• The device SHALL reject any configuration that widens the Private Network List beyond the 

platform baseline, or that sets a §5.1 value outside its bounds. 

• The device SHALL show the Line B state in SIM settings, and SHOULD notify the user on 

suspension with the reason (for example, “MNO SIM required”). 

• The values in §5.1 are defaults. The device SHOULD allow the MDM-configurable values to be 

set via device policy. 

5.3  Line B States 

State Entered when Line B service Leaves when 

Not Permitted Line B classifies as Private 
Network, but A1, A2, or A3 is not 
met 

Restricted, as today Admission conditions met: 
Permitted 

Permitted Admission conditions met Full service, on Private 
Network identifiers only 

A1–A3 lost: Grace 
Permanent reject: Suspended 
Window elapsed: Re-validation 
Identifier de-listed or excluded: 
Not Permitted 

Grace A1, A2, or A3 ceases to hold Unchanged for the grace timer Anchor restored: Permitted 
Timer expiry: Suspended 

Re-validation A1–A3 hold and A4 does not, 
including before any successful 
Anchor authentication on this 
device 

Anchor authentication traffic 
only (DNS and IKEv2 to the 
Anchor's ePDG / N3IWF) 

Anchor authenticates: Permitted 
A1–A3 lost or permanent reject: 
Suspended 

Suspended Grace timer expiry, or permanent 
reject 

Deregistered; SIM and eSIM 
profile retained 

Admission conditions met: 
Permitted 

5.4  Operation outside Anchor coverage 

Private Networks are commonly deployed where MNO macro coverage is weak or absent: 

underground mines, refineries, port terminals, warehouses, and building interiors. Intelligent SIM 

Lock is intended to operate in those conditions, and A4 is written accordingly. 

A4 tests authentication recency, not current service. The Anchor is not required to be registered, in 

service, or reachable at the moment admission is evaluated. It is required only to have completed a 

successful AKA authentication with its home network within the validation window, and that 

authentication may occur over any access: 3GPP macro, ePDG / N3IWF over Wi-Fi, or ePDG / 

N3IWF over Line B itself. A device carried into a site with no macro coverage therefore retains Line 

B on the strength of its last authentication elsewhere. 

When the validation window elapses, and equally when the Anchor has never authenticated on the 

device, the device enters Re-validation rather than suspending Line B (§5.2). In Re-validation, Line 

B carries the Anchor's DNS resolution and IKEv2 traffic and nothing else, which lets the Anchor 

authenticate over the Private Network where that is its only available path. Once it authenticates, 

Line B returns to Permitted without user action. This covers the cold-start case: a newly provisioned 
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device, a device restored to factory settings, or a device whose window elapsed in storage can be 

commissioned on site without ever having seen macro coverage. 

Two conditions govern how long a device operates away from macro coverage: 

• The Private Network permits the Anchor's authentication traffic to leave the site (§4, Anchor 

reachability). Without that path, A4 can never be satisfied, Line B suspends at window expiry, 

and Re-validation cannot recover it. 

• The Anchor is authenticated at least once per validation window (§5.1), over Wi-Fi or over Line 

B. Where neither is available for longer than the window, Line B suspends and resumes 

automatically when authentication next succeeds. The SIM and any eSIM profile are retained 

throughout. 

Suspension in this scenario is a deliberate outcome rather than a failure: the exception rests on a 

verifiable Anchor, and an Anchor that cannot be verified does not hold it open. 

6  Dependencies and Ownership 

Element Owner 

Availability of Intelligent SIM Lock and the §5.1 
parameters 

Platform: Google Android 

Private Network List baseline ODA + Platform: Jointly agreed upon PLMN Registry 
Platform: Google (signed baseline) 

Lock engine: classification, Anchor validation, Line B 
registration scope 

Platform: Google Android (CarrierRestrictionRules, Radio 
HAL) 
Device(s): OEM and modem vendor (if needed) 

Private Network eSIM download, install, and enable 
behavior 

Platform: Google Android (LPA) 
Device(s): OEM (if needed) 

Anchor eligibility (A2) and identifier exclusion, through 
the existing carrier restriction rules 

Lock owner (MNO or MVNO) 
No new action required 

Private Network identifiers and SIM / eSIM issuance Private Network operator 
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7  Technical Architecture 

 
Figure 1 — Intelligent SIM Lock reference architecture 
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8  Data Flow 

 
Figure 2 — Intelligent SIM Lock admission and validation sequence 
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